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This ﬂroject enabled securely offloading intrusion detection systems (IDS)
to the outside of virtual machines (VMs) with a new CPU security feature called Intel SGX. We have
developed various mechanisms to obtain information on the memory, storage, and networks of VMs from
an SGX protection domain. In addition, we supported advanced IDS by using lightweight operating
systems (0Ses) called library 0Ses in an SGX protection domain.
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