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Improving the safety of the hypervisor, which is the basis of the cloud
environment, is directly linked to the safety of all the users of the cloud environments. In this
research project, from the standpoint that it is difficult to eliminate all the vulnerabilities
lurking in the hypervisors in advance, we aim to manage the hypervisors safely even if they have
serious vulnerabilities. Focusing on the fact that many of the hypervisor vulnerabilities are in the

code that emulates legacy instructions and devices, we have established a method for effectively
filtering the execution requests of legacy code that does not need to be emulated. Our focus is
especially on the instruction emulators and virtual device emulators for research and development,
and it has been shown that the proposed method is effective against many attacks reported so far and
has low run-time overhead.
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Emulation Context Legitimate
Context Identification Instructions
PIO I/O instruction in, out
MMIO EPT violation MoV, MOVSX
or EPT misconfig stosx, or
Shadow page table | Exception or NMI (#PF) memory access
instructions
Real mode VCPU status all real-mode
(No VMEXxit) instructions
Migration Exception or NMI (#UD) vmcall, vimmcall
syscall, sysenter
sysexit, rsm, movbe
UMIP Access to GDTR or IDTR | sgdt, sidt, sldt
or Access to LDTR or TR | smsw, str
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CVE # vulnable instruction Intel Westmere | Intel Haswell | AMD | vul. comp. emu. context
2018-10853 | fxrstor, fxsave, sgdt, sidt v vV vV emu. UMIP, Real Mode
2017-17741 | vmmcall, vmcall d d d emu. Migration
2017-7518 syscall v vV vV emu. Migration
2017-2584 fxrstor, fxsave, sgdt, sidt X X X emu. UMIP, Real Mode
2017-2583 | mov SS vV v v emu. Real Mode
2016-9756 far jump or far ret v v v emu. Real Mode
2016-8630 | illegal instruction v v v operand None
2015-0239 sysenter v v d emu. Migration
2014-8481 movbe d v v operand Migration, Real Mode
2014-8480 clflush, hint-nop, prefetch vV v v operand Real Mode
2014-7842 | unsupported instructions by the instruction emulator v v v emu. None
2014-3647 far jump or far ret vV v vV emu. Real Mode
2014-0049 | pusha vV v v emu. Real Mode
2012-0045 syscall Vv v vV emu. Migration
2010-5313 unsupported instructions by the instruction emulator vV v v emu. None
2010-0435 mov DR Vv vV vV emu. Real Mode
2009-4031 instruction that contains too many bytes X X X opcode All

y/: defended, x: not defended, d: depends on migration contexts, emu.: emulation, operand: operand decoder
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. t in al, dx (B)
l IH
A B *
in al, dx

and eax, OXFFFFFFCO inal, dx (B)
55 89 e5 83 ec 18 ¢7 mov edx, 0x1F7 cmp al, 0x40 dx: Ox1F7
44 24 04 1b 00 jnzB
00 00 c7 04 24 20 c
00 00 00 e8 fc ff ff Butdx, al (O)
ff a1 00 00 00 00 c7 mov edx, 0x1F6 L al: 0xFO
04 24 Oe 00 00 mov eax, OxFFFFFFFO 4 dx: OX1F6
00 83 e8 0189 44 outdx, al 2. -
24 04 e8 fc ff ff ff ba Extraction of /O 4

mov di, 0xF7 .
oot o | (ee®
6 01 00 00 b8 f0 ff 1.
ff ff ee b9 e8 03 00

100: mov edx, Ox1F6
00217 eb 09 8d E 105: mov eax, OXFFFFFFFO out dx, al (G)
74 26 00 83 €9 3. 10A: out dx, al al: 0xEQ
0174 0f ec 84 0 74 10B: mov ecx, 0x3E8 =l dx: 0x1F6
f6 c7 05 00 00 00 00 110: mov di, OXF7
01 00 00 00 ba 16 01 112:jmp 11D 1/0 Sequence
00 00 b8 e0 ff ff 114: lea esi,[esi+eiz*1+0x0) Graphs
mov edx, 0x1F6 118: sub ecx, Ox1
ff 00 c9 c3 mov eax, OXFFFFFFEQ 118:je 12C
out dx, al :in al, dx
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CVE ID CVSS v2 Score Emulated Device Cause of Vulnerability Can Reject This Exploitation?
CVE-2016-7909 4.9 AMD PCNet-PCI I Ethernet Controller Inadequate Validation of Values Yes
CVE-2015-5279 7.2 NE2000 Network Card (RTL8029AS etc.) Buffer Overflow Yes
CVE-2020-13361 33 Ensoniq ES1370 Audio PCI Out-of-bounds access Partially Yes
CVE-2020-13800 49 Rage 128 and RV100 ATI SVGA Inadequate Validation Partially Yes
CVE-2020-15863 7.2 XGMAC Ethernet Controller Buffer Overflow No
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