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The purpose of this study is to develop a method for protecting software
against Man-At-The-End attacks that use automated code analysis techniques, and a method for
evaluating the effectiveness of protection mechanisms. One of our achievements is to develop a
method for obfuscating a program based on an automatic code fragment generation mechanism that uses
an SMT solver. A system based on the proposed method is implemented as an LLVM pass. The
experimental results show that the obfuscated programs tend to have more resistance to symbolic
execution attacks than the original ones.
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