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This research proposed and implemented a new system to counter loT malware
cyber attacks: the Botnet Defense System (BDS). The BDS continuously monitors the network and
detects malicious botnets. Once detecting a botnet, it formulates an effective disinfection strategy

based on its characteristics. It then deploys a white hat worm into the network and builds a white
hat botnet. It then commands and controlls the white hat botnet to exterminate the malicious botnet.
We implementing BDS in a local loT network and demonstrated its effectiveness. Furthermore, the
research results were made publicly available to the world to share findings.
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