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i Worked on information modeling of security vulnerabilities and cyber attacks
targeting them, and defined a machine-readable information description scheme. Based on this

information, we developed software that automatically constructs an environment in a virtual space
where the vulnerability is reproduced and automatically executes the attack. Furthermore, we

established a method to automate security testing of network systems and developed a network
emulator that can emulate various failures and cyber attacks by manipulating network packets.
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vulnerability:
cve: CVE-2017-5487
attack_vector: remote

host:
0s:
name: ubuntu
version: 18.04.1
user:
- name: mysql
password : "mysql "
shell: /bin/bash

1 | vulnerability:

2 cve: CVE-2017-5487

3 attack_vector: remote

4

5 | attack:

6 exploit_method : http

7 request:

8 url: http://192.168.177.177/wordpress
/index.php /wp-json/wp/v2
/posts/1/?1d=1AAA

9 method: post

10 header:
11 Accept : application/json
12 Content-type : application/json
13 body:
14 title: "Hello World CVE-2017-5487"
15 content: "Vulnerability in Wordpress
version 4.1"
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14 software :

15 - name : gcc

16 - name : wordpress

17 vulnerability: true

18 version: 4.7.1

19 method: source

20 config:

21 post_config :

22 - name : setting_db

23 mysql_database

24 database : wordpress
25 login_user : root
26 login_password : "****
27 config_file :

28 - name : setting_user
29 mysql_user :

30 user : wordpressuser
31 password o 't

32 host : localhost

33 config_file :

34 software:

35 - name : httpd

36 version : 2.4.43

37 - name : mysql -server

/etc/mysql /my.cnf

/etc/mysql /my.cnf
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TCP/UDP/1P

1oT (Internet of Things)

(@) host failure (d) cyberattack (Dos/MITM)
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Emulation (packet flow control)
(a) packet loss (d) packet modify/insert
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(c) packet delay (b) packet delay
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Automation tool for software vulnerability testing
https://github.com/uoanlab/vultest

Network Emulator for Testing Internet of Everything
https://github.com/uoanlab/netemu-poc







