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Develgpment of a processor with anomaly detection functions against cyber
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1) The internal processor information effective for detecting abnormal CPU

behavior includes the execution address, L1 instruction cache, and L1 data cache hit rates (overall,
kernel space, and user space). 2) Random forests are suitable for implementing machine learning
circuits on small hardware. 3) This function can be implemented with a small-scale circuit that does
not affect the CPU implementation. 4) By reducing circuit scale and power consumption through bit
width reduction and division tables without compromising features, it is possible to achieve these
reductions without affecting the judgment results. 5) The hardware-implemented machine learning
circuit can be retrained. 6) It was possible to actually operate on hardware equipped with a
small-scale FPGA.
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