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We studied methods for automatically evaluation of vulnerabilities in
symmetric key ciphers by using DNN (Deep Neural Networks). First, we proposed a method to detect
statistical biases related to the cryptographic attacks in the output of stream ciphers. Second, we
propose deep learning-based output prediction attacks for block ciphers, which can realize
ciphertext prediction and plaintext recovery in a high probability. In addition, we demonstrate our
methods work against several cipher by experimentations.
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