©
2019 2022

loT

devices

Torii, Naoya

Research and development of true random number generator suitable for loT

3,100,000

loT
Generator
5 TRNG
TRNG
loT
TRNG
FPGA

TRNG

TRNG True Random Number
TRNG

TRNG 5 1

TRNG

We evaluated TRNG (True Random Number Generator), which is used to generate
random numbers as the source of encryption keys in loT devices. The hardware configuration of the
TRNG that is easy to implement and outputs high-entropy random numbers was evaluated. Evaluations
were conducted for steady-state and startup statistical tests for the output random numbers, circuit

size, and power consumption for TRNGs using five different entropy sources. As an attack on the

TRNG using one entropy source of five, the randomness of the random number series by varying the
ambient temperature and input voltage was investigated. Furthermore, we demonstrated an effective
side-channel attack and identified countermeasures.
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