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Development of privacy-preserving technology for genome information analysis
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The recent advancement in genome sequencing technology poses a new challenge
to securely sharing personal genome information. To solve the problem, we developed
privacy-preserving technologies such as searching personal genome sequence databases mainly by using
secret sharing. To achieve the performance required for practical use, we applied an efficient
algorithm used in the succinct data structure, which achieved information-theoretically lower bound
of memory size while achieving high utility, and used hardware techniques such as TEE. We also
developed a method that enables a user to use a machine-learning model (in our case, a decision
tree) on a server while protecting the user’ s query and the server’ s machine-learning model by

using secret sharing.
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Fisher LR PCA
SGX C++ python SGX C++ python | SGX  C++  python
77 A WARER 0.613 1.64 378 x 1074 | 65.1 178 37.5 30.1 82.9 23.0
PaVN 7.1x107°  0.0016 0.0042 0.039 0.034 0.0043 | 0.013 0.0087 0.0074
Total 0.614 1.64 0.799 65.1 178 37.5 30.1 82.9 23.0
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