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This study focused on new patient safety issues arising from electronic
medical record (EMR) systems and aimed to develop an EMR-related incident management system that
includes reporting, analysis, countermeasures, and evaluation of these events. A literature review
and interviews with experts such as healthcare providers and management personnel were conducted to
develop a taxonomy system for EMR-related incident analysis. Using this taxonomy system, the current

problems and characteristics were clarified through the analysis of related incident and accident
events. Based on these results, EMR-related incident management system was developed, consisting of
incident reporting, analysis, countermeasures, and evaluation. The effectiveness of the system was
evaluated through case studies, considering the trends in related incident reports, the
appropriateness of countermeasures applied by the system, and the satisfaction levels of healthcare
providers and management personnel.
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1. WHIERIARS A O 5

The implementation of medical information systems in hospitals is progressing steadily
throughout the world. In Japan, about 40% of hospitals have introduced electronic
medical record (EMR) systems by the end of 2017. An EMR system typically interfaces
with systems related to clinical documentation, computerized provider-order entry, access
to test and imaging results, and billing. Such EMR systems have been expected for the
benefits of various organizational goals, e.g., higher efficiency, improved workflows, and
patient safety. Based on the classifications of the Japanese Ministry of Health, Labor and
Welfare, implementation level of EMR systems in Japan are mostly at Level 2 (handling
electronic patient information between departments) or Level 3 (in a whole organization).
Some domestic researchers dealt with EMR system implementation process. In other
developed countries such as Nordic countries, United States and Australia, the
implementation level of EMR systems is slightly higher than Japan, i.e., at Level 4
(handling electronic patient information between several organizations) or Level 5 (not
only medical information, but also health and welfare information; Electronic Health
Record).

However, according to the previous studies, introduction of EMR systems have given
no benefit or even negative impacts on productivity in Japan. So far, there has been no
research dealing with its impact on patient safety in Japan yet. However, in the previous
studies, incidents caused by EMR systems have occurred in Japanese hospitals during
patient handoffs. Such EMR-related patient safety topics draw attention recently in
countries such as United States, European countries and Australia, where EMR systems
were installed earlier and more widespread than Japan. Researchers in these countries
identified that new patient safety problems appeared due to not only technology errors
but also healthcare staff-EMR interaction failures. As it is a new concern on patient safety,
very limited things have been known about features of these failures. There has been no
system supporting for analysis and solving these problems. Therefore, this research
project firstly initiated this field of study in Japan. The developed taxonomy and
management systems for EMR-related incidents could be useful supporting safety
management in a new era, and inspire further studies all over the world.

2. WHgEDHP

Based on the background mentioned above, there are mainly three objectives: Firstly, to
develop a taxonomy system for EMR-related incident analysis; secondly, applying the
taxonomy system to a number of incidents, to capture crucial characteristics of EMR-
related incidents and their latent factors in the current context of Japanese hospitals;
finally, based on the obtained results and learning experience from EMR advanced
counties, to develop an EMR-related incident management system, including incident
reporting, analysis, measures taking and evaluation.



3. WDk

A literature survey and interviews to several healthcare professionals were conducted first
to collect relevant information related to this research project. The information includes
all the possible EMR-related failure types, contributing factors, outcomes, measures, etc.
Then, more information of latent factors was obtained by semi-structured interviews with
healthcare staff about their self-experienced EMR-related critical incident. Based on all
the investigated outcomes, an error taxonomy system specifically for EMR-related
incidents was developed. The taxonomy system is divided into human-related and
machine-related sections, and it consists of five categories: three process stages (data
input, transformation, and output), general technical factors and latent factors. The inter-
rater reliability of the taxonomy system was verified by Kappa coefficient. The developed
taxonomy system was then applied to analyse EMR-related accidents and incidents.

EMR-related accidents and incidents were collected from Accident Information
Collection Project of the Japan Council for Quality Health Care (JCQHC). The number
of EMR-related accidents was 765, and the number of EMR-related near-misses was 1206.
Thus, the characteristics of EMR-related incidents in the current context of Japanese
hospitals were explored.

Based on all the results obtained, an EMR-related incident management system was
developed. It includes incident reporting, i.e., what kind of incidents should be reported,
to what extent and how. The system also includes how to make analysis of incidents;
corresponding to the analysis results, what kind of measures could be taken and how, and
how to make evaluations after taking measures. Effectiveness of the system was verified,
using indicators such as change of EMR-related incident reporting rate, appropriateness

of proposed measures, and healthcare staff and risk managers’ satisfaction.

4. WFFERCR
The findings of this research project showed that the problems in both EMR-related
accidents and incidents are generally similar. Over 90% of both accidents and incidents
involved human-related factors. Among these, factors related to the data output process
are the most frequent, with the most common problem being the lack of data verification,
accounting for nearly half of both accidents and incidents. The second most frequent issue
is related to data input, with incorrect data entry being the most common problem.
Regarding latent factors, the most frequent issue is related to staffing and training,
particularly problems arising from not following extended rules and deficiencies in
workflow. For machine-related factors, issues in the data transfer process are the most
common, especially problems with system integration. These account for 16.1% of all
accident cases and 4.7% of incidents. Additionally, the failure of alerts to function
properly during data input and output is a particularly serious issue. Among general
technical factors, software issues are the most prevalent, accounting for 42.5% of accident
cases and 9.5% of incidents. In addition, the loss of data when transcribing from paper to

EMR systems is also a critical problem.



Therefore, this research project, the first large-scale investigation of EMR-related
accidents and incidents in Japan, provides critical insights into the design, implementation,
and use of EMR systems. For machine-related factors, the study highlights the need to
enhance the functionality of EMR systems, particularly the effectiveness of alert
functions and the integration with other devices. Additionally, during the initial
implementation of EMR systems, careful attention must be given to the transcription of
information from paper records and the configuration of master settings. Because 90% of
the EMR-related issues are related to human factors, with significant problems arising
from non-compliance with rules and deficiencies in workflow, regular training on
procedures and the promotion of a safety culture within healthcare organizations are
essential.

In conclusion, there are three major outcomes in this research project. The first outcome
Is the taxonomy system for EMR-related incident analysis. Particularly, this taxonomy
system pays more attention on interaction failures between healthcare staff and EMR
systems, as most of previous studies focused on technology errors. The second outcome
is crucial characteristics of EMR-related incidents in the current context of Japanese
hospitals. As there has been no Japanese study in this field yet, results obtained in this
project are the first results. The third outcome is an EMR-related incident management
system. Because the current patient safety management systems are not suitable for the
new EMR-related safety problems, the developed management system is useful to address
these problems.
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