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Security analysis on post-quantum cryptography based on multivariate quadratic
polynomial problem
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We studied the security analysis on multivariate public key cryptography
(MPKC) based on the hardness of solving multivariate quadratic equations over finite fields. In
particular, we analysed various multivariate cryptosystems, including schemes submitted to the NIST
PQC standardization project, aiming at a precise estimation of the Groebner basis attacks and rank
attacks. As a result, we found vulnerabilities in some schemes and proposed security estimations
based on new attack methods. Moreover, using the results obtained in this study, we proposed a

signature scheme and ID scheme.
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