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Due to the recent serious situation of cyber attacks, we researched methods
for efficient detection, response, and countermeasures to suspicious communications in an
organization®s local network.

A method of detecting suspicious communication in local networks based on the state of the
destination terminal of communication was proposed. In addition, by using the results of the method,
we have achieved the construction of a secure network that can restrict malware communication in
advance by restricting unnecessary communication within the local network.

Furthermore, considering the recent usage pattern of the company network based on the assumption of
telecommuting, an access control construction method for VPN connection was proposed. It is based on
the evaluation results about the information security perspective trust of each user, and we can
obtain suitable access control for each user.
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