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We realized an "loT activit¥ meter"” that identifies loT devices and their
operations by observing communication traffic and electromagnetic emissions. Through traffic
analysis, it was shown that smart speaker functions could be estimated with 56.4% accuracy. A method
for inferring internal processing from electromagnetic waves was also developed, revealing the
impact of the device"s environment and wiring conditions. To protect privacy while improving
accuracy, a differential privacy method was proposed to maintain anonymity. For federated learning,
an optimization method was developed to adapt to varying edge device performance and was accepted by
IEEE 10T Journal (Impact Factor 11.1).
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