#&=X C-19

HEES

HMEEE
Ht 25 HA R4
FREES

HEMARREHRARBES

17102

: AR (B)
: 2008~2010

: 20300005

Rk 2 3405 H 31 AHLE

MRREL (FIX) TIAN—T—E T4 0T D-HDEET0 L)L OFRE EREMHET
i

MERERBESLE (EX) Design and Security Analysis of Cryptographic Protocol for
Privacy-Preserving Data Mining

MERKRE
¥ Z=— (SAKURAI KOUICHI)
AMKE - LR T LERHFHER - iR
HEEES : 60264066

WIER RO (Fi30)

T—H A = AR ERIE RSN O Z N2 EOEHRNNEL, T T AN —N
REIND, EWORMERD D, INEMRT DD, T—XIHEEEANTZY, T—X D
AR Lo E EMERHEASCEIEEZITO T 7ANY—T — 2~ A = 7O THI TV
B AWIETIE, BRMEPHEHGRNICTEHATE 27 e ha VO EIToT-, BEMEOIREL
LTk, ZeiBHo7a s alvilirEbE 881 ThH., BetE2REE T 2L A M
(Universal Composability, UC) Z W5, Z D722, UCURIOLEMETUMNEH I LT
o Te iy RKiBE R R E R Y, T4~ A U I LB TU C L2 DOILH
e L7,

WFERCR OB (3E30) -

In the process of data mining, there exists a problem about privacy breach because we
need to deal with health data, personal preferences, etc. There are approaches to
privacy preserving data mining in which random noisy data are added to the original
data or computation and communication are performed without breaking the structure
of original data. In this research, we designed cryptographic protocols whose security
can be proved in a theoretical way. For the security model, we use Universal
Composability (UC) in which combining several protocols can be done securely. We
designed protocols such as oblivious transfer for data mining whose security was

proved only in the previous security model, and proved the security in the notion of
UcC.
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