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Model checking verifies program correctness using systematic/exhaustive search on
the state space. In order to apply this technique to network applications, we
implemented "communication backtracking" that rewinds the program execution
including its communication states, and also included it as a module for Java
PathFinder, a model checker for Java programs. @ Communication backtracking is
implemented by running a communication peer program under a checkpointing
environment, which enables us to save/restore program states, and providing an
original transport layer in order to save/restore connections.
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