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We constructed a lattice-based cryptosystem as an analogue of a
multivariate public-key cryptosystem. This is an application of the construction method using
optimization theory. We also found a vulnerability in the secret key of MQ-sign, a signature scheme
for multivariate public-key cryptosystems, and proposed an attack method using it. This made it
impossible to use some parts of MQ-sign securely. We also proposed an attack method that can be used

under certain conditions against public-key cryptosystems based on two-sided composition by linear
transformation of multivariate polynomial systems.
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