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The study first investigated the mechanisms by which individuals can acquire
intuitions when correctly identifying phishing emails. Metacognitive skills were found to
contribute to the intuitions about phishing emails. Moreover, the evidence-based objective reasoning
tendency was found to contribute to intuitions about targeted attack emails and the correct
identification of these emails.
In addition, this study developed the proposed educational program that focused on explaining the
importance of acquiring the intuitions to prevent individuals from responding to the targeted attack
emails. The experiment was conducted to compare its effectiveness with the conventional educational

program. As a result, the proposed program was appeared to be more effective than the conventional
program, but not to the extent that it could be said to be sufficiently effective.
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