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In this research proﬂect, we developed elemental technologies to solve the
problem that it is difficult to understand the operations and purpose of many malware programs by
analysis. We have obtained useful results by clarifying and discussing issues related to the methods
needed to apply software engineering techniques to malware analysis, as well as the methods that
specifically improve the accuracy and efficiency of the analysis and the extent of the improvement.
Specifically, we developed techniques for stable execution of malware that terminates execution with
an exception before the actual attack activity, and techniques for analyzing corrupted malware that
the analyst fails to analyze or execute, using only incomplete information. We also clarified the
actual state of various operations by the latest malware such as analysis evasion.
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