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Clock Fingerprint: Establishment of Biometric-like Identification Technique for
Computer Hardware
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IoT devices, which are indispensable for the realization of SocietK 5.0, are
at high risk of information leakage and tampering due to the inclusion of devices with unknown
identities and fraudulent identification. Therefore, secure and reliable device identification
technology is necessary. As a solution to this problem, this research devised a method that utilizes

hardware-specific clock signal features "clock fingerprints” like biometric. In this research
period, we devised a mathematical model for estimating the amount of features for each device and an

egficient feature data extraction method, and developed a device identification method using this
model .
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[ 1] Naoto Hoshikawa, Ryo Namiki, Katsumi Hirata, Atsushi Shiraki, Tomoyoshi Ito, “Extraction of
Computer-Inherent Characteristics Based on Time Drift and CPU Core Temperature”, IEEE Access, No.8,
pp.207134-207140, Nov 2020.
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