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We proposed a proxy re-encryption scheme for symmetric key
cryptography-based that enables the change of encryption algorithms on the server side without
decrypting the ciphertext and developed a re-encryption processing delegation system. We clarified
that the time required for users to delegate re-encryption processing can be kept to about one
second by utilizing the hardware security mechanism Intel Software Guard Extension (Intel SGX),
while changing the encryption algorithm without decrypting the ciphertext. This result shows the
compatibility of improving the efficiency of re-encryption processing and reducing the burden on
users.
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OpenSSL AES-GCM
Intel msgio->send() msgio->read()
Enclave Intel SGX SDK AES-GCM
sgx rijndael128GCM decrypt() Enclave Intel SGX SDK
RC4 Enclave
AES-CTR RC4 AES-CTR
sgx aes ctr encrypt() Enclave EPC 96
MB Enclave
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Enclave Encave 10KB Enclave
Intel core i3 4GB RAM  ubuntu 0S
Openssl  Intel SGX SDK Intel
Xeon E-2224G  8GB RAM  ubuntu 0S Openssl  Intel SGX SDK
IMB 10MB 100MB 200MB 300MB
100
1 2 3
1 [sec]
1MB 0.31049 0.00548 0.00104 0.42968 0.74668
10MB 1.15173 0.03294 0.00714 2.37526 3.56707
100MB 9.70914 0.31280 0.07015 21.70935 31.80145
200MB 19.08252 0.62545 0.14191 43.54734 63.39722
300MB 28.44144 0.93843 0.21159 64.57598 94.16744
2 [sec]
1MB 0.02415 0.42110 0.44526 0.00254 0.44780
10MB 0.16768 2.36335 2.53103 0.00260 2.55563
100MB 1.66838 21.70853 23.37691 0.23273 23.60964
200MB 3.33335 43.22398 46.55734 0.46033 47.01767
300MB 5.00456 64.55509 69.55965 0.68730 70.24695
3 Intel SGX [sec]
Remote +
Attestation
1MB | 0.00002 | 0.00003 1.63253 | 1.63258 | 0.00590 | 0.00098 | 0.00688 | 1.63946
10MB | 0.00002 | 0.00003 1.65508 | 1.65508 | 0.04476 | 0.00807 | 0.05283 | 1.70796




100MB | 0.00002 | 0.00003 1.63800 | 1.63805 | 0.42369 | 0.07950 | 0.50319 | 2.14124
200MB | 0.00002 | 0.00003 1.66180 | 1.66185 | 0.83555 | 0.15897 | 0.99452 | 2.65637
300MB | 0.00002 | 0.00003 1.66401 | 1.66406 | 1.23808 | 0.23494 | 1.47302 | 3.13708
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