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Development of Deepfake Detection Technologies based on Image Sensor Noise
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We proposed a deep metric learning model that measures the distance between
pattern noises in images which is robust to different compression ratios of the images. In addition,
we confirmed that the pattern noise feature is one of the effective features for deepfake
detection. To further improve the accuracy of deepfake detection, we proposed convolutional neural
network models that extract composite features from each part of the face. We showed that an
ensemble model combining deepfake detectors specialized for each face part that can be detected from
the input image can realize highly accurate deep-fake detection.
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