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Research on countermeasures against unauthorized access using loT processors
has made it possible to achieve high-precision detection by using machine learning algorithms. In
addition, research using decoy files has shown that it is possible to detect ransomware with low
load and high accuracy. These achievements have greatly contributed to strengthening malware
countermeasures for loT.

Furthermore, for malware countermeasures for l1oT, a hardware-implemented discriminator was placed

adjacent to the core on the LSI. During program execution, it judges whether each instruction is

malicious or benign, and makes a final judgment. In this research, a proposal was made to reduce the
required space and power consumption of the necessary discriminator for loT devices.
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