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We had two results: 1) a study on the detailed specification of indirect
jumps and ROP based self-destructive tamper resistant software (SDTRS), 2) a survey of underlying
technologies such as TEE. Since vulnerability mitigation technology Intel CET appeared, it was
necessary to confirm that the proposed SDTRS can co-exist with Intel CET. So, the results were
restricted than expected.

As to 1, we showed a possibility of the coexistence by carefully crafting assembly program of
ROP-based SDTRS so that it can co-exist with Intel CET, and studied utilizations of indirect jumps,
etc. As to 2, we studied TEE specification and showed that loss of tamper resistance with respect to

the REE outside TEE is a disadvantage of TEE, and proposed utilization of tamper resistant software

for programs in REE as a countermeasure.
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