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We developed a cyber-attack monitoring and analysis system using a
lightweight hypervisor and a deep learning model. This study has three themes: in theme (A), we
developed an incremental memory dump acquisition mechanism using a lightweight hypervisor, BitVisor.

In theme (B), we used theme (A) to monitor BlueSky, a ransomware with anti-analysis capabilities,
and we analyzed it using Volatility, a memory forensics framework. We published the results in the
top international journal in digital forensics, Digital Investigation. In theme (C), we collected
memory access patterns using BitVisor. The deep learning model trained using the memory access
patterns could detect ransomware with an F-score of 0.98.
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RanSAP: An Open Dataset of Ransomware Storage Access Patterns
https://github.com/manabu-hirano/RanSAP
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