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Criminal regulations for maintaining and improving “cyber physical security”

Nishigai, Yoshiaki
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Cyber attacks can cause harm to physical space. This study sought to find

appropriate criminal penalties for such cyber-attacks.

A survey of existing criminal penalties, including special laws, was conducted to determine whether
these laws are sufficient for the protection of cyber-physical security. As a result, it was found
that although there are many penalties in Japan, the current state of the law does not assure
adequate punishment in relation to cyber-physical security.

Therefore, referring to discussions in the German Criminal Code and other criminal laws, research
was conducted on the types of crimes corresponding to the protection of cyber-physical security, and
a legislative theory was developed to apply this comparative legal insight to discussions in the
Japanese Criminal Code.
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