2020 2023

Development of highly secure and reliable authentication system based on
physically unclonable hardware identifier

Ueno, Rei

3,200,000
(PUF) ID
ID PUF
55% PUF
PUF
PUF
PUF
(root-of-trust)
PUF

root-of-trust

Wwe developed multiple methods to extract hardware IDs from Physical
Unclonable Functions (PUFs) with extremely high efficiency and reliability based on probabilistic
techniques. Among these methods, the most recent proposal demonstrated significantly higher
efficiency in extracting hardware IDs compared to existing methods in most standard scenarios,
allowing for up to a 55% reduction in hardware implementation costs of PUFs while ensuring
equivalent security. Furthermore, as cryptographic authentication modules based on PUFs can be
vulnerable to various side-channel attacks, we evaluated side-channel attacks to extract secret and
authentication keys generated by PUFs. Subsequently, we confirmed the effectiveness of
countermeasures such as masking and cryptographic key transformation.
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