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There is a ?rowing demand for sensors to acquire information about the
external world in autonomous control systems. We conducted research on non-invasive attacks on these
sensors through electromagnetic waves. There are two main types of electromagnetic wave attacks:
external electromagnetic wave injection, which causes internal failures, and Information leakage
through electromagnetic waves generated by the operation of devices. In this research, it was
clarified that the resistance to electromagnetic wave injection varies depending on the temperature
conditions of the equipment. For leakage through electromagnetic waves, we found that the intensity
of leakage varies depending on the structure around the device that is the source of leakage. By
clarining these detailed conditions, it is possible to obtain resistance to electromagnetic wave
attacks.
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