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With the wide application of internet of things (loT), setting up an
effective authentication system in those networks becomes overwhelming difficult yet urgent. To
solve the authentication issue, this project focused on studying radiometric features generated by
wireless devices for device authentication from both experimental and theoretical aspects.
Specifically, we constructed an experiment system, collected raw radiometric feature data of
wireless devices from the system, and designed several identification schemes with the data for
device authentication. About the identification schemes, we explored two main approaches:
identification with hand-crafted radiometric feature and identification with automatically-generated

radiometric feature by deep learning algorithms. Finally, the efficiency of the proposed
identification schemes have been verified by experiment and simulation studies.



With the wide application of internet of things (10T), setting up an effective authentication system in
those networks becomes overwhelmingly difficult yet urgent. Conventional authentication solutions
are usually implemented at upper layers of network OSI (Open Systems Interconnection) model, e.g.,
IPsec at layer 3, TLS at layer 4, application layer authentications, etc., and assumes a cryptographic
key is safely shared without any leakage to attackers. However, the security relying on such
assumption isincreasingly questioned in the | oT scenario dueto thefollowing concerns[Thielel7].
First, the increasing number of devicesin loT systems make it extremely hard if not impossible to
distribute and manage secret keys. Second, 10T nodes are often vulnerable to physical attacks since
they are deployed in adistributed fashion and possibly in unprotected environments. Third, 10T nodes
are typically resource limited, indicating that an attacker would possess relatively more computation
resources to break the adopted cryptography system.

In this project, | will study physical layer authentication (PLA) to address the above concerns. In
contrast with conventional authentication solutions (that place a burden on managing secret keys), the
PLA scheme identifies a device by exploring some “born” physical features of radio waves transmitted
by the device (please see Fig. 1 for the relation between PLA and conventional authentications). Such
physical features are induced in the radio frequency (RF) chain, which presents hardware
imperfections being randomly generated during manufacturing and is out of human’s control. Thus,
they can serve as unforgeabl e identities for authentication of wireless devices. Observing that most of
existing PLA studies are analyzed based on idealized theoretical assumptions, this project is motivated
to study PLA by extracting physical features from real experiment dataset.

The general objective of this research is to study a novel PLA scheme to enhance the authentication
ability of communication systems and protect 10T systems against impersonation attack. Asillustrated
inFig. 1, our study will be conducted towardsthe following targets: (i) construct an experiment testbed;
(i) collect and build one dataset for RF feature extraction; (iii) find at least one novel RF feature based
on the dataset collecting from real chips; (iv) design multiple-feature joint authentication for a

discrimination scale over 400 devices.
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Fig. 1 Or tasksand targetsin physical layer authentication (PLA), together with its
relation with conventional authentications.



Our research was conducted by following the steps below.

(1) Firstly, develop an experiment

system and collect raw radiometric
data from the system
In Fig. 2, we illustrated a typical
experiment system in our project, where

| Workstation

wireless devices, such as smart phones,
USB NICs were used as transmitters,

USRP device was configured as a

Receiver

receiver, and the GNU radio software and
USRP B21

Python environment running on a work
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station were used for signal processing, Fig 2 An experiment system

feature calculation and device identification.

(2) Design feature extracted algorithms to capture radiometric features of wireless devices
After collecting raw data from the experiment system, we have to extract possible features from
various aspects of view. In particular, we first checked the RF chain of a transmitter-receiver pair,
analyzed and confirmed possible deviations in time and frequency domains that could be brought by
the devicesin the RF chain, then designed algorithmsto extract the features. It is noted that the number
of developed radiometric featuresis still limited and the corresponding authentication performance is
also limited. Thus, we were aimed to propose more features to increase the authentication accuracy.

(3) Study authentication/identification schemes with radiometric features and verify the efficiency
of the schemes

After we extracted a radiometric feature, we usually need to verify the efficiency of it from both

theoretical and experiment studies. Firstly, we calcul ated the correlation between the new feature and

the existing features. Secondly, we designed parameters of machine learning algorithms to optimize

the identification performance of the feature in a certain SNR range.

In the project, besides the approach we proposed in the beginning of the study, we also studied a new
approach for physical layer identification. The first approach is the one we planned before starting
and it is to calculate features from the received frames by carefully designed feature extraction
algorithms. These features will then be exploited with machine learning agorithms or binary
hypothesis to identify and authenticate transmitters. The second approach is to extract features
automatically by applying deep learning-based methods, including fully connected neura network
(FNN), convolutional neural network (CNN), and recurrent neural network (RNN). In this approach,
hidden features can be automatically extracted from wireless frames without using explicit feature
calculation agorithms. The research achievements of these two approaches will be listed in the

following paragraphs.

About the first approach, we proposed two new radiometric features, namely, normalized horizontal



visibility graph Shannon entropy (HV GE) and fractal dimension of DSSS frame preamble.
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introduced a preprocessing consisting of sample truncation and downsampling to enable the
adjustment between the computational time of visibility graph (VG) conversion and the
identification performance. Secondly, we propose the calculation method of the new HV GE

feature from the VG representation. Finally, an experimental study using 50 off-the shelf

wireless devices was conducted to investigate the impact of the preprocessing parameters and

the effect of noise and feature combinations on the identification performance gain, which

has been illustrated in Fig. 3. Here, AF1 score is the average of F1 score, which isamachine
learning evaluation metric that measures a model’s accuracy by combing the precision and

recall scores of the model. The performance is verified with four machine learning methods,

including support vector machine (SVM), k-nearest neighbor (KNN), random forest

(RandF), and boosting (BST). W{' refersto natural visibility graph Shannon entropy (NV GE)
and W, refersto HVGE, and they are two kinds of VG features proposed in our research,

while W is performance without the proposed features. Fig. 3 shows that both the NVGE
and HV GE can improve the identification performance of any of the four machine-learning
algorithms.

Fractal dimension of DSSSframe preamble: This new feature isimpacted mainly by the clock
jitter effect at the digital-to-analog converter (DAC) and also carrier frequency offset (CFO)

effect caused by oscillator frequency error. In Fig. 4, weillustrated an exampl e of constellation

diagram of received preambles from two |EEE 802.11b Wi-Fi NICs, whose fractal dimension
is 1.54 and 1.86, respectively. In our research, we proposed and proved that the fractal

dimension of DSSS frame preamble as a new radiometric feature for device identification. In
our study, we demonstrated how the fractal dimension varies over the clock jitter and CFO,

and then conduct simulation and numerical studies to validate the mathematical analysis and
to explore theimpact of wireless channels on the estimation of the feature. Finally, we conduct
the experiments based on 20 wireless NICs and one USRP to evaluate the performance gain
from jointly using fractal dimension with the five existing features. We find that we can
achieve a performance gain of 4.3% for the SVM classifier and 5.3% for the KNN classifier
in the cable-connection scenario, and can achieve a performance gain of 2.14% for the KNN

classifier and 2.43% for the SVM classifier in the over-the-air scenario. Also, we find that a



lower SNR resultsin alarger performance gain.
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Fig. 4 Congédlation diagram of received preamblesfrom two | EEE 802.11b Wi-Fi
NICswith fractal dimension, D, 1.54 and 1.86, resp.

About the second approach, we designed three general fusion frameworks, i.e., input, feature, and
decision fusions, and integrate them with three typical deep neural network architectures, i.e., FNN,
CNN, and RNN, to form fusion identification schemes. Existing studies on deep learning-based
physical layer identification have mainly exploited raw in-phase/quadrature (1Q) samples or power
spectral density (PSD) samples as inputs independently. The raw 1Q and PSD samples represent the
information in the time and frequency domains, respectively. It has been observed from the results of
existing studies that identification using raw |Q samples outperforms that using PSD in low signal-to-
noise ratio (SNR) regimes, and that identification using PSD outperforms that using raw 1Q in high
SNR regimes. That's why we proposed to use the fusion of raw 1Q and PSD samples to enhance deep
learning-based physical layer identification. Finally, we conducted experiments using 50 off-the-shelf
Wi-Fi devices to validate the concerned fusion schemes and investigate their performance gains in
identification and model training. Our experimental results validated that for the three deep neural
networks studied in this paper, the input, feature, and decision fusion identification schemes can
achieve comparable or superior identification performancesto the state-of -the-art schemesin the entire

SNR regime.
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