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研究成果の概要（和文）：本研究では、DNNが学習した内部表現を評価・改善することで、DNNの頑健性に取り組
むことを提案した。DNNの内部表現の評価については、特徴の伝達性が敵対的攻撃への頑健性につながることを
発見した。つまり、特徴の伝達性が高いほど、敵対的な攻撃に対する頑健性が高いことを発見した。また、複数
層のDNNをまとめてグラフで評価・可視化し、多次元空間での形状を容易に点検できるK-spectrumを提案した。
DNNの内部表現の改善に関しては、提案にあるように、ネットワークの頑健性を向上させるGANを用いたシステム
を開発した。
この研究の成果は、雑誌やプロシーディングスに掲載され、合計で13以上の論文がある。

研究成果の概要（英文）：Here, I proposed to tackle the robustness of DNNs by evaluating and 
improving the internal representation learned by DNNs. Regarding the evaluation of the internal 
representation of DNNs, we discovered that the transferability of features links to robustness to 
adversarial attacks. In other words, the better the transfer of features the better the robustness 
to adversarial attacks. We also proposed K-spectrum which can evaluate and visualize multiple layers
 of DNNs together in a graph, allowing for easy inspection of how their shapes are in 
multi-dimensional space. Regarding the improvement of the internal representation of DNNs, we have 
developed as described in the proposition a GAN based system to improve the network robustness. The 
system outperformed the state-of-the-art and is being submitted to a journal now. 
Results of this research were published in journals and proceedings, more than 13 articles in total.

研究分野： Artificial Intelligence

キーワード： Robust AI　Robust Machine Learning

  ２版

令和

研究成果の学術的意義や社会的意義
Critical systems such as autonomous driving and medical applications require robust machine learning
 algorithms. This research paves the way to better algorithms that will allow for such applications 
to become a reality.

※科研費による研究は、研究者の自覚と責任において実施するものです。そのため、研究の実施や研究成果の公表等に
ついては、国の要請等に基づくものではなく、その研究成果に関する見解や責任は、研究者個人に帰属します。
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１．研究開始当初の背景 
 
Current Deep Neural Networks (DNN) are known to possess many vulnerabilities which 
make their application to many fields unsafe. In my past work, the One-Pixel Attack, it was 
revealed that even very small changes are able to change the classification of DNNs. Many 
defenses have been proposed, including Adversarial Training, however, all of them have the 
same vulnerabilities.  
In our last investigations, it was understood that the problem lies in the fact that DNNs focus 
on the texture rather than the shape in their representation. Generative Adversarial 
Networks (GAN), however, learn to encode, decode as well as transform images and are 
known to learn internally complex models of the input that goes beyond texture.  
 
 
２．研究の目的 
 
Here, I proposed to tackle the robustness of DNNs by evaluating and improving the internal 
representation learned by DNNs. 
 
３．研究の方法 
 
Investigation of DNN’s features and representation as well as improving the representation 
of DNNs with GAN based systems, aiming to increase their robustness. 
 
４．研究成果 
 
Regarding the evaluation of the internal representation of DNNs, we discovered that the 
transferability of features links to robustness to adversarial attacks. In other words, the 
better the transfer of features the better the robustness to adversarial attacks. We also 
proposed K-spectrum which can evaluate and visualize multiple layers of DNNs together in 
a graph, allowing for easy inspection of how their shapes are in multi-dimensional space. 

Above figure illustrates one of the key results. 
 
 
Regarding the improvement of the internal representation of DNNs, we have developed as 



described in the proposition a GAN based system to improve the network robustness. The 
system outperformed the state-of-the-art and is being submitted to a journal now. An 
automatic search mechanism for robust networks were also implemented to give insight into 
what constitutes robust DNNs and check if we can find robust ones. 
 
Moreover, we also find out a novel paradigm (SyncMap) which outperformed all methods of 
the state of the art and defines learning by the equilibrium of dynamical systems. The system 
was shown to be adaptive and robust to all problems tested. 
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