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Combining deep learning and virtualization technologies to defend against
banking malware
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In this study, we conducted research on countermeasures against banking
malware by integrating deep learning and virtualization technologies. We studied a method that can
classify variants with high accuracy by deep learning, taking advantage of the fact that banking
malware has many variants. We also studied a technique that can generate and detect malware images
from binary-level data that can be obtained by virtualization technology, with the aim of
integrating deep learning technique with virtualization technology. We explored various models and
parameter combinations for deep learning, including the use of labels for confidentiality measures,
and found that the latest models provide high classification accuracy with a low degree of
transition learning.
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