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Research on Security of Characters
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This research project focuses on "homoglyphs,™ pairs of characters such as
the Latin "a" and the Cyrillic "a ™ that look similar but are assigned different code points. While
many people overlook these homoglyphs, natural language processing software reflects their
differences, creating unique security risks. The results of this study highlight the challenges of
dealing with homoglyphs in machine translation systems and show that not only the neural network,
but also the preprocessing of the text significantly affects the results. Furthermore, as an
application of this research, we developed a method for copyright protection of text that displays
human-readable text but processes data with different character codes in the browser, effectively
masking the original content.
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Input: FI A wy, WG border, TED X7 5 BEMBBZ K7
sentence = [wy, ..., Wp—1, Wp41, ey Wn)
Output: HESHIHEE waay
1: function Word_perturbation(uwp, border, sentence)
2 for wgg, in Brute force w, do
3 Search match_word_list Wi that matches a regular ex-
pression
4 for word w; in W do
5: Compute cosine-similarity Cy, between w; and
sentence
[ end for
T Sort(Cy) according to Cu,
8 for Cu, in Cy do
9: Compute and add weight cosine-distance Cy between
Wady and wp
10: end for
11: if border < C4 then
12: return woq,
13: end if
14:  end for
15: return None
16: end function
£ 1 HHREREOITVOEE (FMAKREZY JITEBLEXF)
TV | REM AHH apalll]
normal | FXX & BEHIIEE A LD SN We had dinner together at a curry | ALV —RT—#IZFRERRE L,
restaurant.
odd HiEh & AT BEEOXFNHNIZBNS, | He will bake a cake from scratch. fidscratch S —F 2 MES £ T,
RIESGEHHEN TN B
semi-odd | 8% I A 7= BiGEASH X 1) £ 725 TH! | He heard that for the first time. BIETA DT LDT=DIZ TN %GO TH
hBEnG Wiz,
remove | BN NIA 7 BEED I SR, TR | Their eye bf is slightly different. HoDEITDOTNERD T,
A (A
replace | 5% A 7= BEEAHI OFEHIZE E 8D 5 | Two of them have a conversation. ZFNS5DHILD 2 2RE&FEER->TVWE

Fo, ERRXOBHRIKE LU

7.

55%
Fik normal | odd | semi-odd | remove | replace | FERZAHE R | {5 HHE

J ¥ & I insert 73.0% | 3.0% 1.0% 6.0% 13.0% 20.0% 1.00
I VXA delete 60.0% | 8.0% 9.0% 4.0% 19.0% 32.0% 1.00
7 VX L swap 58.0% | 18.0% | 10.0% 4.0% | 10.0% 24.0% 2.00
TN TY XL insert | 67.0% | 7.0% 3.0% 10.0% | 13.0% 26.0% 1.00
T dY XL delete | 62.6% | 10.1% 6.1% 6.1% 15.2% 27.3% 1.00
b, 2= DY IN swap | 48.3% | 11.5% 8.0% 5.7% 26.4% 40.2% 2.00
REFE 36.0% | 9.0% 4.0% 11.0% | 40.0% | 55.0% 2.17
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FHERES normal | copy | remove | fix | odd | confuse | mark | change | ¥ T E X FR %

Google [1] 1 8 1 6| 0 0 0 2 ANH]

Bing [3] 1 6 3 |21 0 i 4 G

Systran [4] 1 ikg 0 81 0 0 0 2 A
DeepL [5] 4 8 1 2 0 8 0 1 ANH]

Excite [2] 0 17 o o o 0 0 0 ]

A5 WEIER [6] 5 0 1 4 | 2 0 0 7 AH]
Weblio [7] 0 17 0o |40 0 0 0 Gl
CROSS-transer [8] 3 0 3 5 0 0 0 6 AJ

[ —ia ks ) 710 @ E WA RaEL |

A ¥ Miunpleasant, (Bing BHik THER)

copy The sound is unpleasant.
I AOF & £-247
confuse | Az, X LIEBIRAWFF]N% | The answer is incorrect. % Z1%, acederealedLu 3A5reasonablencorrect
KRohT ¥, (DeepL THER
mark | REZ Y ZICE SHAZHEEAS, T | This is not a pen. ZHERYO ) T, (Bing BiR CHEdR)
MOEF L2 > TERRI NIz
change | REZ) 7T S WA HFEAY, HJIC | This is a pen. ZhiE7 v 7TF, (ASVWBIRCHER
ORI & 722> TENT=
copy copy
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ICANN  Root Zone LGR Project

J-LGR Proposal v0.15, Appendix B: RESEARCH PAPER: SURVEY ON THE USER PERCEPTION OF THE
HOMOGRAPHIC CHARACTER SET SPECIFIED BY JGP
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Proposal for a Japanese Script Root Zone LGR
Appendix B: RESEARCH PAPER: SURVEY ON THE USER PERCEPTION OF THE HOMOGRAPHIC CHARACTER SET SPECIFIED BY JGP (ICANN

https://www.icann.org/en/system/files/files/proposal-japanese-lgr-20dec21-en.pdf
https://j-gp . jp/%hE6%I7TRASHEENICUACHEBRAANIEL GRUEENBF%IONECIAL%BBNEC%IBUBS
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