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The vulnerability related to the hardware implementation of a processor
called Spectre, which was reported in 2018, is highly critical as it allows attackers to potentially
read data from any address in the memory. Spectre attacks exploiting this vulnerability have no
practical countermeasures proposed yet, making mitigation a significant challenge. Through this
research, we have conceived a detection mechanism for Spectre gadgets (instruction sequences that
can be used in Spectre attacks) by deliberately inducing (speculative) execution of incorrect branch

giregtions in the processor during program execution, utilizing a software testing technique called
uzzing.

Spectre



2018 Spectre

Spectre
Spectre
Spectre
Spectre
Spectre
Spectre
Spectre
Spectre
Spectre
Spectre
gems
Spectre
Spectre

Spectre



Spectre

Spectre
Spectre Spectre

Spectre



1 0 1

Keisuke Nishimura, Takahiro Ishikawa, Hiroshi Sasaki, Shinpei Kato

RAPLET: Demystifying Publish/Subscribe Latency for ROS Applications

27th 1EEE International Conference on Embedded and Real-Time Computing Systems and Applications (RTCSA), 2021

2021




