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This research focused on a kind of pseudorandom number generator that is
especially used for some cryptographic purposes. The target generator, called the Blum-Micali
generator, is well-known to be secure based on the discrete logarithm problem, however, it often
deals as an inefficient generator due to the large security parameter. To overcome the drawback,
this research developed a Blum-Micali-like algorithm that allows generating sequences in parallel.
It was evaluated by the NIST test suit and found to be random adequately.

In addition, the statistical property of other related generators was found. In detail, it was
found that a certain generator may have biases on the transition probability between bit patterns
though the generator is widely considered to be random enough.

Blum-Micali



Blum-Micali

Micali
Blum-Micali
Gauss
Blum-Micali
1
1
v — RiE
1
2
1

Blum-
Blum-Micali
Blum-Micali
2
Processor 1
N-bit
Processor 2
00..1
Hh

° o BRME LD EIREE %

AW7-&tE
[ J (]

M1, AARICETREETORMEERA X —TH



r=hm+1

2 2
Blum-Micali
NIST
Blum-Micali DLog generator Zy,
9 Xi+1 = g* (mod p)
Ci 2 T
* //1/’°/ \ N\ | Co
G Zr \
d G={p'dosj< /1 Cmr
P4
< 7
Cin—2
\ /
N\ S/
Blum-Micali 1\\\ Cn-3
m 64
NTL
IMbit
NIST NIST SP800-22
NOT
NIST

Gauss

0/1

Gauss
h m

/xp N

2 Gauss/HHIC 5 |F 3 BIAMO B R

XOR



2 1/4

NIST

Frequency
BlockFrequency
CumulativeSums

Runs

LongestRun

Rank

FFT
NonOverlappingTemplate
OverlappingTemplate
Universal
ApproximateEntropy
RandomExcursions
RandomExcursionsVariant
Serial
LinearComplexity

o|o|O|O0O|O|O|O|O|O|O|O|O|O|O|O

00->00 00->01 00->10 00->11 01->00 01->01 01->10 01->11 10->00 10->01 10->10 10->11 11->00 11->01 11->10 11->11

B3 Yy IAvL—2aR—& LEYBAKICEITZEY FRATOEBOER



Sato Ryoichi Kodera Yuta Ali Md. Arshad Kusaka Takuya Nogami Yasuyuki Morelos-Zaragoza 23

Robert H.

Consideration for Affects of an XOR in a Random Number Generator Using Ring Oscillators 2021

Entropy 1168 1168
DOl

10.3390/e23091168

Yuta Kodera Ryoichi Sato Md. Arshad Ali Takuya Kusaka Yasuyuki Nogami 24

Transition Probability Test for an RO-Based Generator and the Relevance between the Randomness 2022
and the Number of ROs

Entropy 780 780

DOl
10.3390/e24060780

3 0 3

Y. Taketa, Y. Kodera, T. Kusaka and Y. Nogami

Path Authentication Protocol: Based on a Lightweight MAC and a Nonlinear Filter Generator

SVCC 2020: Silicon Valley Cybersecurity Conference

2020

Keiji Yoshimoto, Yuta Kodera, Takuya Kusaka, Yasuyuki Nogami

Consideration of Generating Suitable Parameters for Constructing type (h, m) Gauss Period Normal Basis

2021 IEEE International Conference on Consumer Electronics - Taiwan

2021




Ryoichi Sato, Yuta Kodera, Takuya Kusaka, Yasuyuki Nogami

A Proposal for Testing Physical Random Numbers Using Stochastic Process

2021 IEEE International Conference on Consumer Electronics - Taiwan

2021




