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Structure discovery of Network Services by Using Network Traffic
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We carry out research for discovering the structure of network services by using
network traffic analysis. We propose a flow traffic classification scheme with machine
learning by using payload length. We also propose bot detection scheme based on
inter-arrival-time analysis on messages between an IRC client and an IRC server.
Furthermore, we propose malicious domain evaluation scheme based on analysis of
graph structure of domain information and its attributes.
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