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In this research, I proposed falsification methods against WPA-TKIP, which is a security
protocol for wireless LAN with stream cipher, for evaluating its security. Previous method
succeeds only for a network that supports IEEE802.11e QoS features. First, I removed this
condition by modifying any packet to QoS packet. Second, I improved the execution time of
the falsification method, and it enables DHCP-DNS attack, which is a method to accept
forgery IP address of DNS server, in a realistic environment.
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