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Study on building root of trust and preventing remote attacks for the security
of cloud FPGA systems
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For the security of cloud FPGAs, we build the root of trust using a
Physically Unclonable Function (PUF) on the FPGA. We developed the attack-resistant PUF with high
uniqueness and steadiness that is suitable for FPGAs. We realized the multi-threshold arbitering
scheme by placing multiple FFs in unbalanced positions. The experimental results show that our PUF
achieves much higher attack resistance than the conventional arbiter PUF with the equivalent area
and achieves equivalent attack resistance to previous PUFs with areas around several to dozens of

times smaller.
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