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Signal Injection Attack using Photoacoustics and its Countermeasure
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The main ﬁhysical mechanisms of Light Commands are identified as (i)
thermoelastic bending, (ii) the thermal piston effect, and (iii) the photoelectric effect. We
designed an experimental method for finding the contribution of each effects, and evaluated eight
commercial MEMS microphones. First, any of the three types of effects can cause the Light Command
vulnerability. Second, the internal structure and manufacturing process impact microphones’ light
sensitivity, and we observed significant differences between the target microphones. Based on these

results, we suggested countermeasures and discussed the possibility of similar attacks in other
SEensors.
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