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In_recent years, blockchain is utilized practically as a distributed secure
digital ledger of transactions. Blockchain is regarded as one of the most important next generation
infrastructure technologies of the financial industry, as well as artificial intelligence and big
data. Although many researchers have studied for various types of issues on blockchain, there always

exist security and privacy concerns.
In this research, we point out a new concern for abusing the publicity of blockchain and also show
the possibility of suspicions aroused by the concern. Then we propose two selective mechanisms for
self-protecting against the approach from crimes or computer viruses on blockchains such as Bitcoin
and Ethereum, whether the disclosure of user®s privacy occurs or not. We introduced and implemented
two mechanisms on open-source software for Bitcoin developers and Ethereum developers. The
experimental results demonstrated that the overhead of introducing the mechanisms are reasonable.
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