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I have developed an attack dataset for CAN, which is widely used in
automotive LANs, that combines spoofing, fuzzing, and denial-of-service (DoS) attacks. Using this
dataset, | constructed a machine learning-based anomaly detection system, and developed and
evaluated an in-vehicle LAN data utilization system using ID-based cryptography to detect anomalies
on the server side. | also conducted a risk analysis of SDV using in-vehicle Ethernet and zone
architecture, and analyzed spoofing attacks on SOME/IP, a service-oriented communication middleware,

and evaluated methods for detecting such attacks.
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