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Since the channel is highly directional and line-of-sight, it is reasonable
to assume that an eavesdropper is hard to fully access a free-space optical link between Alice and
Bob without being found. Physical-layer cryptography employs this assumption and hence could achieve

much more improved key generation performance. Although, this scheme is expected to construct a
global-scale secure network using satellites, there is a lot of issues to be addressed for the
implementation of the scheme in the satellite communications. So, we worked on the development of a
new key-generation scheme secure against general eavesdropping, the formalization of a practical
performance evaluation method with the finite transmission pulses, the performance verification
using the data obtained from the long-range quantum signal transmission experiment between the
buildings, and the feasibility study of GEO-ground key-generation based on the instruments which is
being developed.
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