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研究成果の概要（和文）：音声データに含まれる話者識別情報の保護は現代において不可欠な技術である。深層
学習に基づく話者匿名化技術は数多く存在するが、このプロジェクトは、主に三つの未解決課題に焦点を当てて
研究を進めてきた。まず、自己教師あり学習モデルを用いた言語に依存しない話者匿名化システムを提案した。
提案されたシステムは、英語と中国語の音声データに対して優れた匿名化性能を示した。さらに、従来のk-匿名
化の問題点に着目し、話者ベクトル回転という匿名化アルゴリズムを提案した。最後に、提案手法を大規模音声
データベースであるVoxCeleb2に適用し、匿名化されたデータベースの有用性とプライバシー保護性能を調査し
た。

研究成果の概要（英文）：Protecting the personally identifiable information encoded in speech 
waveform is urgent for many SNS applications. Although there are quite a few deep-learning-based 
methods trying to project or anonymize the speaker identity in speech data, their solutions are not 
satisfying. The main contributions of this project can be summarized in three aspects. First, this 
project proposed language-independent speaker identity anonymization using self-supervised learning 
speech models. The proposed system was applied to both English and Mandarin data. Second, this 
project proposed a new anonymization algorithm based on vector rotation. This alleviates the issue 
of the k-anonymity anonymization in existing methods. Third, this project took the initiative to 
anonymize a real large-scale speech database called VoxCeleb2 and investigated the utility and 
privacy protection performance. The research outcomes were published in top journals and conferences
 in the speech field.

研究分野：知覚情報処理
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研究成果の学術的意義や社会的意義
学術的成果として、現存の深層学習に基づく話者匿名化技術の言語依存性を着目し、複数の言語にも適用できる
話者匿名化技術を開発した。また、従来のk-匿名化手法より、話者ベクトルの全体の分布を維持しながら匿名化
が可能な手法を提案した。最後に、音声分野において初めてデータベース全体の匿名化を行い、有用性とプライ
バシー保護性能を調査した。いずれもの成果は音声分野のトップジャーナルや学会で発表された。そのほか、国
際的なVoicePrivacyChallengeの運営にも貢献した。提案された技術はテレビ放送に使われたこともあった。

※科研費による研究は、研究者の自覚と責任において実施するものです。そのため、研究の実施や研究成果の公表等に
ついては、国の要請等に基づくものではなく、その研究成果に関する見解や責任は、研究者個人に帰属します。
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１．研究開始当初の背景 

When this project started, many users uploaded multi-media data to social network software (SNS), 
e.g., YouTube, Facebook, and Twitter. Meanwhile, there has been growing concern that attackers can 
extract private information from the personal data hosted on the SNS or Internet. This led to 
regulations such as GDPR in Europe and APPI in Japan.  

However, privacy protection faced challenges, especially in the case of speech data: 1) “Given the 
diversity and ubiquity of applications that now capture, store and process speech signals, … privacy 
has no formal, legal definition” [1, sec.1]. 2) even if we narrow the definition of speech privacy to 
speaker identity, i.e., the speaker’s voiceprint in a speech waveform, existing technologies were limited 
in privacy, utility, and applications by then.  

 
Figure 1. Application of speaker identity protection system in the cyberspace 

In a more formal definition, a system that protects the speaker identity in a speech waveform can be 
described as a function ܨఏ:ℝ் → ℝ்  that converts the input speech ݋ଵ:் = ⋯,ଵ݋) , (்݋ ∈ ℝ்  of 
length T to an anonymized version ݋෤ଵ:் =  Ideally, no one can infer the speaker’s identity .(்:ଵ݋)ఏܨ
from ݋෤ଵ:். Meanwhile, the speech content in ݋෤ଵ:் stays close to that in ݋ଵ:். This idea is illustrated 
in Figure 1. The system is also referred to as a voice anonymization system. 

The most popular framework at that 
time used deep neural networks 
(DNNs) [2] and implemented ܨఏ as 
an analysis-anonymization-synthesis 
pipeline (Figure 2). It extracts speech 
content features (BN features) using a 
speech recognition (ASR) model, the 
speaker identity representation using 
x-vector [2], and the F0 using an F0 
extractor. After transforming the x-
vector-based speaker identity with 
an anonymizer, it produces the protected or anonymized speech with a neural source-filter (NSF) 
waveform model. However, the existing method has a few limitations: 1) requires a language-
dependent ASR system, 2) uses a k-anonymity-like anonymizer that is limited in privacy protection 
performance, and 3) considers only speaker identity and anonymization of a single speech waveform.  
 
２．研究の目的 
This project aims at better solutions to privacy protection in speech data with three goals: 

Goal 1: Towards language-independent  
Most of the speaker anonymization systems require language-dependent modules, e.g., ASR for 
English. This project aims at a language-independent system that can be applied to different languages.  

Goal 2: New anonymization algorithm beyond k-anonymity  
The standard way to anonymize the x-vector is to replace it with a pseudo x-vector, which is averaged 
over n x-vectors randomly selected from the k farthest “neighbors” in the pool (n<k). This algorithm 
tends to produce similar pseudo x-vectors for different speakers [3], which degraded privacy protection 
and hurt the quality of anonymized speech. This project aims to define a new anonymization algorithm.  

Goal 3: Beyond speaker identity in a single waveform  
No study has tackled the task of anonymizing a whole speech database. Whether the anonymized 
speech database is useful for downstream tasks remain unknown. Furthermore, anonymization of other 
privacy information like gender is not well explored. This study aims to fill the gap. 

Figure 2. Typical speaker anoymization system using a analysis-
anonymization-synthesis pipeline 



３．研究の方法 

For goal 1, this project leavages the self-supervised learning (SSL) speech models [4] to replace the 
ASR system. Although they are widely used in many fields, large-scale SSL speech models were new 
topics at the time. Unlike a language-specific ASR, a good SSL model works across languages. This 
project explored the use of an SSL model in the anonymization system. Experiments were done in 
English and Mandarin.  

For goal 2, this project investigates theoretical conditions that strike the privacy protection and utility 
performance (i.e., the naturalness of the anonymized speech waveform). After that, this project 
produces a novel algorithm that anonymizes the speaker identity through vector rotation. This 
rotation is implemented using orthogonal matrices, which are further derived from the combination 
of Householder transformation and DNNs. Both quantitive and qualitative analyses were done to 
demonstrate the advantage of the proposed algorithm.  

For goal 3, this project applies the proposed anonymization algorithm to anonymize the whole 
VoxCeleb2 dataset [5], which is widely used by the community but controversial because it contains 
speech data from many celebrities. This project investigated the privacy protection performance of the 
anonymized VoxCeleb2. This goal is to make it more challenging to detect the original speakers in the 
VoxCeleb2. Meanwhile, this project applied the language-independent anonymization system to the 
task of anonymizing the speaker’s gender.  
 
４．研究成果 

Goal 1: This project built a speech anonymization system that is effective on both English 
and Mandarin datasets.  

This project proposed a speaker anonymization 
system that leverages the HuBERT-based SSL 
model [5] to extract speech content features. 
Additionally, the latest DNN-based speaker 
representation extractor and waveform generator 
are used, which is illustrated in Figure 3. 

Evaluation was conducted on the VoicePrivacy 
challenge test sets in English and a publically 
available Mandarin test set. It was demonstrated 
that the proposed system’s privacy protection 
performance, which is measured by speaker re-
identification equal error rates (EER), is at the 
same level as the strong VoicePrivacy baselines. 
Meanwhile, the proposed system better preserved 
the speech content, which is shown by the lower 
word error rate (WER) and higher Mean-opinion-
score (MOS) on the English task (Figure 4).  

Furthermore, the proposed system can be directly 
used on Mandarin data without any fine-tuning. 
Both EER and WER were acceptable. In contrast, 
the conventional systems fail to produce 
intelligible speech after anonymization. 

The detailed results are presented at the ISCA Odyssey Workshop 2022 (学会発表,2022, Odyssey). The 
following work analyzed the anonymization across languages and proposed strategies to mitigate the 
domain mismatch when applying the proposed system on a new language (学会発表,2022, Interspeech).  

Goal 2: New anonymization algorithm beyond k-anonymity  

While the work on goal 1 addressed the language issue, the anonymizer was inherited from the 
conventional methods based on k-anonymity --- given an input x-vector, k-farthest neighbors in a 
speaker pool are retrieved, and n out of the k x-vectors are randomly selected and averaged to produce 
the anonymized x-vector.  

This project empirically demonstrated that the k-anonymity-based anonymization algorithm is prone 
to create pseudo speakers close to each other. This not only hurts the privacy performance when facing 
a stronger attacker (雑誌論文,2023, semi-informed attacker in Fig.6) but also degrades the diversity of 
anonymized speakers in perception.  

Figure 3. Proposed speaker anonymization system using 
HuBERT-based SSL model (学会発表 2022 Odyssey). 

Figure 4. Boxplots of anonymized speech quality score of 
proposed systems (right two) and VoicePrivacy baselines 

(left two). (学会発表 2022 Odyssey). 



The proposed method anonymizes 
the speaker presentation through 
rotation. Let ݔ ∈ Rௗ be the speaker 
representation (e.g., x-vector) 
extracted from the input waveform. 
The anonymized x-vector ݔ෤ ∈ Rௗ is 
computed as ݔ෤ = ݔ)ܹ − (௫ߤ +  , ௫ߤ
where ܹ ∈ Rௗ×ௗ  is an orthogonal 
matrix predicted by a DNN and 
Householder transformation.  

This project showed that the 
proposed rotation generally keeps the 
overall distribution of speaker 
representations before and after 
anonymization. This is shown in 
Figure 5. Experiments in English and 
Mandarin data demonstrated the strong privacy protection performance against all attackers, including 
the strong semi-informed attackers. The WER and other utility metrics are not degraded. The detailed 
results are published in a top IEEE journal (雑誌論文,2023). 

Goal 3: This project took the initiative to anonymize a whole speech database and 
investigated the privacy and utility of the anonymized speech database.  

This project applied the proposed system for goal 2 to 
anonyimizing the famous speech database called 
VoxCeleb2. The main contribution is to define a proper 
evaluation framework that measures how useful the 
anonymized VoxCeleb2 is for downstream tasks such 
as training speaker verification (ASV) systems.  

This project investigated six variants of the 
anonymization methods and created six versions of the 
anonymized VoxCeleb2. The differences are whether 
additive noise, room reverberation, and non-speech 
sounds are applied to anonymized data.  

Experiments showed that the EERs of detecting the 
original speaker in the six versions of anonymized 
VoxCeleb2 databases are at least ten times higher than 
the EER on the original VoxCeleb2 database. This 
indicates that it is more difficult to detect the original 
speaker in the anonymized VoxCeleb2 databases.  

The detailed analysis, including additional analysis on fairness across speakers, is presented at the top 
IEEE conference (学会発表2024 ICASSP). 

Contributions to the research community and the society  

In addition to the research outcomes published in journals and conferences, this project also 
contributed to the Voice Privacy Challenges. Baseline systems of the Voice Privacy Challenges are 
created and is publically available: https://github.com/Voice-Privacy-Challenge/Voice-Privacy-
Challenge-2022. 

The proposed anonyization system was also used in TV broadcasting to anonymize the voice of the 
speakers. The code is also publically released: https://github.com/nii-yamagishilab/SSL-SAS.  
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Figure 5. Distribution of speaker representations (x-vectors) 
before (in black) and after anonymization (in green). Left 
figure is from the select-based k-anonymity method. Right 
figure is from the proposed anonymizer. (雑誌論文,2023)  

Figure 6. Flowchart of anonymizing VoxCeleb2 
and evaluation. (学会発表 2024 ICASSP)  
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