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The purpose of this study is to clarify the security against integral attack
on KASUMI used in the mobile communication networks. We analyzed the propagation characteristics of
S-boxes by the bit-based division property. We also developed a new method to search integral

properties by the conventional bit-based division property using mixed integer linear programming
(MILP). We have discovered that 4.5-round integral characteristics by using S7-box’ s MILP model
combined with the aforementioned method. We showed that 7-round KASUMI is attackable faster than the
brute-force search method. Because the recommended number of rounds is 8, we found that KASUMI is
secure against integral attack.
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Outline of Research Achievements

The purpose of this study is to clarify the security against integral attack on
KASUMI used in the mobile communication networks. We analyzed the propagation
characteristics of S-boxes by the bit-based division property. We also developed a new
method to search integral properties by the conventional bit-based division property
using mixed integer linear programming (MILP). We have discovered that 4.5-round
integral characteristics by using S7-box’s MILP model combined with the
aforementioned method. We showed that 7-round KASUMI is attackable faster than
the brute-force search method. Because the recommended number of rounds is 8, we
found that KASUMI is secure against integral attack.
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