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Kimura, Satoshi

1,100,000

DNS amplification DNS
DNS LSTM

DNS
DNS amplification
DNS 24

In this study, our goal is to construct a prediction-based anomaly detection
method by using deep learning techniques. Specifically, we aim to calculate the number of Domain
Name System (DNS) packets for predicting and automatically detecting DNS amplification attacks. To
develop this method, we trained the system on the number of DNS packets using Long Short-Term Memory
(LSTM) models, proposing two prediction methods: a batch prediction method that calculates
long-term predictions, and an iterative prediction method that calculates short-term predictions.
Furthermore, we introduced a dynamic thresholding method that automatically determines anomalies by
setting a threshold value in addition to the prediction value based on the errors that occur during
training.
We evalgated the proposed methods over several periods. The results showed that the proposed method
was superior to the batch prediction method repeatedly in all periods.
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2: RMSE
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