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By this study, it was made clear that the network attacks can be detected by
checking the characteristic features of the packet traffics. As a concrete approach, we
proposed a novel approach based on normal behavior mode for fast detection of
distributed port scans in darknets. In this approach, the number of sources is counted
in each time unit and a histogram is built for each of the monitored ports. Then, a
normal behavior mode for each port can be extracted from the histogram of this port.
At last, this normal behavior mode can be used to detect abnormal behaviors in the
real network traffics. The related papers have been accepted by an internal conference
and the Journal of Information Processing of IPJS.
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Descriptions

1. Collect and arrange the traffic Data

2. Extract source number vector for each port.

e 3. Create the frequency distribution

4. Learn the behavior mode for each port

5. Use an index for speeding up the learning
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Descriptions

o The bins are checked one by one starting from the
rightmost bin in the frequency distribution (IX] 1).
o The checked bins are placed in Q.
1 | o Let d, be the distance from the bin that was just
checked, to the next bin.
If there is no next bin, use the distance from the current

bin to the y-axis as d,,.

Check the next bin if it exists.
If (d,> &) and (the area® in Q is less than % of the
total area)) then
bins in Q are regarded as outliers and are discarded
go to step 1 // to find other outliers
else
put the current bin in Q)

go to step 2 // this group is not finished

1) Here o is a threshold.
2) The area denotes the number of time units.

3) B is another threshold, used to avoid the case where

most of the bins are regarded as outliers.
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