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W R OBEEE (J€30) : Programs running on a PC and programs running on a server
compete against each other, and it is generally impossible to run competitive programs on a
PC. While it is safe to run competitive programs on a tamper-resistant device, such
tamper-resistant devices have very limited computing power. In this research, we have
implemented execution environments of competitive programs in a PC by using virtual
machines and tamper-resistant devices.

AATRAEHH
(EHHAL : 1)
[ERETENN Al e 2 & &t

2010 4FJE 1, 600, 000 0 1, 600, 000
2011 4R 900, 000 270, 000 1, 170, 000
2012 4 500, 000 150, 000 650, 000

R

FEE
&t 3, 000, 000 420, 000 3, 420, 000

WEFESY T« BRI R

FHtge o538 - fiH - Y7 hoxT
F—U— R ARV —=T 4 TV AT A, AR, X =TS 2 FEEE R, T

X NVEL | Trusted Platform Module. Trusted Boot

1. WFEBAE S WD 5

IC 7 — REDMME 38— MEE2FH>TF 1
Z(LLF, MHH 78 —=F 34 X)i EF~F
‘—’?Jﬂ“zﬁﬁwu ufh%?@iﬁfg_é 71:_ 1%39“{
Wb, 72z, PCICA—FRY—X%EDY
fH1F7. Edy %DEF~F—%flioT Web L

TEWMWETDHZ %2525, Web 77 U
FRIAEDI=DIZEMET A7 r 77 A Th
D, ZNEWRT 0 7T LESZ EIZT D,
O ICH— RETEET AT r T T 0L
Web — TEIWEST S 7 077 Ak, #@EE
1TV, I—FHNOT =% LV —RLEDT—H




N—2EEHF$5,IC H— K ETEET ST
Dﬁ“?.&k Web — NTEIET BT s T
L, FIRE EIIBEAERICH D, ZD LD
ﬁ7m77b%m Ta g I AERST L

W29 %,

FIRENREHRLTWD PC THA 7m7
T LEEITTDH L IT RIS R ATRE
%é e xX, b LbFIAED PC CF

—HHEE o7 n T Ak EESE T
&%i FAEITT Ny HE AW CEF~
F— e IO TAEAOT—HEPRE RV LS
NTBHZENRTED, IC h— FKNTHEAEY

077 LEBMESEDLZLIZTEEN, D
X T A AOMBRE NI IEF IRV T
. BHEIEIAT 27\, & 2E, BUE
Web — NNTHEI{EL TWVWBH TR T T L%
IC — RTIHEITTHI LILTERY,

2. WHEOHEM

AW O B X FIHENEEET 5 PC |

BWTHE 7D77A%£ﬁféfﬁ%%

HKTHZETHD, ZTOHWEENRT D=0

(2 AWFGE CTITARAEF R & i & o X—F ]

A ABfAEDOETHWD,

AWFZETIE, RO 2 >DFEITERES A s

Do

1. WiHEREE: fekim v PC OFTA#H L
43 0S, BXW®, 7 AUV r—varEx
FEITT 5, M 2 R—=F 3 AL D@
DTN, AT IR ASIED,

2. BARE AT T LAEFEITT D,
MZ L N—=F RN ADRHZET 7 EAX
10_‘5
ClZBWT., a7 e s Ik, BakR

Em5/ﬂ%Tﬂ42@2ﬁ%T£ﬁ7

Bo AW TIE, FTMH L/ 3—FT 34 A

Eﬂﬂmf/‘ﬁiﬁ’\j‘7ﬂ**74 VT ERET B,

M4 2 /R—=F 4 2%, BEEREOZSMEL

FHEMZMRT 5% E LD, BAREDY

077 KL, O &EE#E 7 CPU THEITS

HDT, BAEDMMH v 73—F /34 2 DALFfE

R FEEMICEEFICEEfbEns Z LI

2%, WREBRE CEMET 2RIHEH O OS I

Mif & > /=T N 2DV IZTHEERET

FirsnsrmER7Te s 7 AEFHATS, S

512, Web =LA RE~DA 7 0

HT%/&%%%%T&; iz k v, Web %

—ROAME T, BWAr—7 07 1%

FEH LY — OHEEEZHIRT 5,

3. Mo kL
ARG TIE, PC L TEIWET B HNIH 7K
HHE#T =X 2L, THLIZXY 1HD
PC(/\_ Ko = 7) ICHilBREE L SRR D
2ODFATREAFEBTH, ZZTHILEX
A—F¢17@CHJ&E%K\%%éhk

BEORMEE

HER—IX

B 1 PEREEFREEE=ZICK D5
BRELHEREOES

BNEIST 21TV, HHEREE & BEA R O W7
;%%7%&)5??@%’:2: LRI A BT

o AHETEHE =X OfsitEliE, Y—2Ra
— ]\“F’fﬁ ENA F UAERRFIRD AR, F7203,
FHTZ 2HEIC L 2REICL VRIET 5,
S BT, FITRRCIE, WABRE & A ERE D
WITNHENRAF I REEASIITNRND
EEMREERREIZT 5, Zhicix, TPM
(Trusted Platform Module) & FMEIEAL5 M
UN—F )X 2 & W= Trusted boot D
a5,

WSO EH R I, 2 DD BRBER] CHE{E
THMRE R IR T 5, £, BS %ﬁ@7m
7Z 5%, IC — K<L USB T /31 A%
ST DIt 2 2 X —F 3 A X’?J%%B@ﬂ‘_
NWEBETELLOICT D, Tk, B
BRECHHHE LA T v 77 5132
NHDTINA ALY — N E@EE LN LY
— AR Z LR L D, FIHE
X, ZOBAET L7 0T AT 50—
B R & PSR BT = 2 DRk 5

BREEHE(E e 2@ U TR %,
WFIERR
¢4%ﬁ BRI AT =2 2 RBLT 2720

VN Gl 5 FA%% A BitVisor
%ﬂ%b\{‘) BitVisor I%, B KR EA L
Lo THFE LI A /\/\/f W O AR F
T =4 Th D, BitVisor [I—FF 1 A
IRy N =7 Ok EEx 2T
A B ARDTZ DI IR T S A ZALSIMT T A
b OSIZFDFEETI/ERIHESL, LoT,
FNRAARGFANELTFARAL ZADTZI 2 L —
X AR R = X NITRF O ER 20,
ZD7 Xen 72 EOM OB EHE =X
LHERT D &Y — R a— RA/NERT, TCB
(Trusted Computing Base) 23/N& < BidE L=<
TN,

HST IR GRS = 2 1T, W aREREE &t
BERELD 2 SOIHATERIE 2 AR L7227



S, —MEROEEFHEKE=XTIX, 2 D
OREFHEEZ AR L, T D ZREET 5 2
LT, 2 DOFTRBEEZRG AR T HZ &
MNTED, LOLABSETHWD BitVisor
. 12D & b 0S 12 Lokt L TU 7w,
% ZCARBE T, WillBREE A BitVisor E
D7 AR 0S ZFEITT D720 OEAEG i &
L CHEEL, BWABREEIX BitVisor OILIEE
BEZAWTERET S, ZOILEMKRETIZ, M
3. L 7= ELF(Executable and Linkable
Format) o X7 /o Lx{R#E I N A
FYRNTETTHZENTES, TOTa s
TFLFT AR 0S DAEVET 7V EATE
RNEHIZHETE S, 7o, BitVisor T
X7 A N 0S XRAEFHEKE=XD AT
FEIICT 7R T HZLIFTERY, 29T
HZETa—WERE LMY VR —REOM
TAEY ZFEBHETHZ N TE D,

WS RAREH RS E = & TlE, BEABRE,
O O BRFEE DIMF T & 2 X—=F /3 A~
T ARBRIZTAINLEND D, BitVisor
IITF A A&7 A~ 0S OBREEN D E4 1
RAD D, ZOMEZFIAL Tt v \—F
NA A& AN 0S oY, £7-.
BitVisor I£ USB T /84 AR U T /LR —
NED DT NA AR F T =&
AEPOFHATE DHENH D, ZDOHEEL
FIF LT, W& o _R—8EN O Z > —F
INARANT JERASHD, iz, TofoT
WA RZHDONWTIE, 2—FRENLOHRT 7
BREHEB,

BitVisor 1. EX =2V T 4 Z2EDBHT-0
DNANNNRA P LE LTSN T, L,
L7225, TPM Z /= Trusted Boot IZ1&
KIS L TR o T2, NIRRT =
Ak RBIET B O, TP 2 vz
Trusted Boot DHEREILE 5> L THLHMLETH
Do & ZTARMIETIL, BitVisor (ZxfL T
TPM %\ 7= Trusted Boot DISREZ AN L
7=o BAREJICIZ, TPM ZF4 572912 ROM
RSN TWA T B 7T A E O 31
HE. B X OV, BitVisor ® FEAT# . =il
(measurement) Z47\ N, {E¥EOEFH (chain
of trust) ZHRFELANBRO T T T T LT
18 & B HrE 2 1 L 7=,

BitVisor OJLIEFERETIX, @%@ TCP/IP
WL D EEHEEZFIAT 2 LN TE 0,
BitVisor Tix, RHEIFIICST A N 0S D@EfE
% VPN (Virtual Private Network) -~~@i#
BB DHEEEIXDH D, LivL., T DOREEE
W2 XV YRR RE S O — N ElET S
ZlIFTERY, ERICENERRRIC L
& LT, FIHFE D ILRMRE D15 5t & ik
TERWEWIENAEL D,

Z OREZ R D 7212, ARBFZETIL,
BitVisor OILIBMERED 71 /T LA A K
0S DIEEE AR L7222 BAMET O — 3 L

ET HHREL BT D, ZOR, 2K 0S
ETEL TR T T 8%k, Vi RN
S VT hoRIL, IRiERED T e 7 F
AP DERIZHEST, A~ 0S OHERE
M LT TCP/IP \Z X B2BEEAT/RRH, ZD
WEONEIL., AL 0S DT 7T L05
HLENAEETH Y . FIHE X, 85k KRG
THZENTED, iz, BERBHIE, JEE
HRe o 71 /5 5 C SSL (Secure Sockets
Layer) O X HWTHKELTHZ &%
TZX5, ZhICEY ., JEEERED Y v 7T A
EANERY — ORI THWE DT — X B E%E
THZELTE D,

BitVisor 1, EHEMKE=ZAN21L
USB /XA AT 7R ALIZY, A 0S
MOHITRTHER DD, L Laenb, —i
IR S TWS USB T34 22 H 7
75 b BitVisor OYLIEREEE & L CEIE
SHBDITIE, HEx eHERERRIE LTV 5,
ZFHU. USB 34 20T 0 /5 KNERsT
H72OITiE, 05 DEEERIZEE - TV HHERE
ZRATHENETHD,

A TIL. WE =MD H D USB 7
NAZDFIE LT, KT ¥ /38 Rockeyb
L9 USB F /34 A% BitVisor PLiERERE
M BRI AREIC L7=, Rockey6 1%, C SiED
Y7y hTTu ST aERTERT LN
T& 25 USB /3 AT D, Rockeyb 121,
RSA 1T L B S b &R B 21772 5 HRAE-C.
A 2 B 0 22 VR BE TR EE - 5 e
N5, Rockey6 OF 7V Ir—3 3 3%,
Linux., B XL, Microsoft Windows _ECPBH
KT HENEEINTWD, RIFFETIE,
Z® 9B Linux HOBER X v MIx LT
BitVisor OILIEMEEL LT u /T A%k
BT AH7-0B =ML, Zhickby,
BitVisor ¥L9EMEHE T Rockey6 ZFIH I 5
T r—varEEiRT S I ENAEEIIC
VAR Y

AW T, BARB72 7 7Y r—va vk
LT, OLDEBRFE LT,

s T UHIVEL
Y7 MU T Do —{RiE
- BhE{RAELE

FORNEBLT T r—a ik, RER
USB T34 R X BT VX VEL WL B
ABREECHH ARE /e @ 7e CPU & KED £
EVICkvE#EILTHLDOTHD, ZOT T
Vr—varyTid, £790 BAREICBWT
BRI BRSO A T D, £ D
INBREEA . KE7R USB T34 ANFEHST Y
2 NVELTESL LTI T, BENREL
X, BEABREE CEIRIC AR LT s TR
24772 9, EBROFEE . Rockey & JHEL D
USB ¥ X4 2 THDHDKRK Y ¥ X
ePass3003 & L L C. 30 {50 @l B4
BITIRO N Tz, I272L, BHEDOF A



k0SS Eo7ra s nbthiigd s e 20 5D
1 OMERE LR, FEEEILORIN D D
ZENbrolz, TOREE, vV TIVEE
DA =R~y K BIO, A VEV BT
A7 FIVEBDOA— N~y RPRRKEWNWI L
ThdEbihd, 4%, ThHDREEGE
L. 500 L EoEd#E lka B,

V7 2T Oar—{R#ETIT. BED
USB SR AR Ea—F ICHEEINT
WD Z L EMEER L, TOREITENET S22 &
T, RERabt—%#<bDOTHDH, T DRE,
USB N4 ADOHF CRELTZWVEERT L
FYVXLEFITTAIENTE S, a—3
N7=Y 7 R =71, USB 534 R0 &
NTWRWOT, HERT /LI Y XLANELT
TERWEDIZY 7 b= T RNEIELZRW,
PERDFIETIE, RELIZVWERE T LAY
R L ZHFEITTHITIE USB T3, ABMEHET
DD, T REEITIR D) ZENTER
Mole, ABFROREER, HARRKE CEHEERT
NTY XLEFITTHIENTEBHDT, &
HETLRPAEIIRT D ENAREL 7o Tz,

FEGEEAET 7V r—3 3 ik, BhEEAE
=SS L SN EE BT — % 2%
BL., TNEESLTHLEET SA ATH
HTH5HbDTHD, ZOREEBEIC DT,
AR O0S MHBEET NA RAET 7EAS
N5 &, @b Sni=% ol T — % 23
LbNTLEHIZ L THD, PlayStation 3 T
L. EVEMERE B 2SR U 7= (ARG AT
=ZIIZEY DVD HEOEEWE ST A N 0S
MOBT I EBATERWNWEHICLTWE, 20D
FIETIX, FEWEFITATRETH D28, FIH
FIXLLLTH A 0S AT 5 &n
T&ERW, ZiuL, FEHEKE=2 L)
EUVERDO T2 7T KX, F AR 0S N
DERPETHEINTLEI L TH D,
ZOFETIE, EORIEHFEHKE =& THIA
FENLFERNWTa ST ANEMETH I L&
B CFBIIAFIE L 72V,

AW ClE, AR RET =2 2 H
W, FIENZO L CHIATE, 2o, &)
I %F U Coi[E 7 EEMEDRE 21T 72 O L
Wld BB LU, ZOMMAATIE, BhiEgE
a5 Ak BitVisor OILIEFERE THEY
TESH %, JRIEMEREICIX. BhlEigEA 720
BT AN, AEHESED, 2Tk,
g7 — & 2T 5, £, JEEMKRED
T s T EANBE, AR 0S ODAEY D
TR ERIET A, LY, FIHED
BEOLLTEDa L a—& ZH A REIC 2
Do
ARFIETIX, PR RARGH R = & L fif
BUN—F RN 2Bz LT, PC ET
FIRAE L EBET 270 7 052FE T35
TFODOREAWETHZ EARE LT, RE
FIEICHESE | B EME =4 BitVisor

YL L CHS R AT = 2 2
U7z, FEBLLU =i ARGH FRE = & 2 H
WC, TUXNEL, VT U T OaE—
PR, BRSO T Y r—ra U EH
WL, EFIEOFRAMEEZMHR L, 7.
A2 TRIZE L= BitVisor @ TPM Z W
7= Trusted Boot #%HE. I LY, USB T /34
A Rokey6 ZFIHTWREIZ T 5 BIEAEIX. 1
LHETHLHEHAMERD D,

S%IT, FIRHE L IIBAT 27w o7 0%
EIT T r®REOISHEEEZ S HIZATF v
XTNWEEZTWE, ZO1=0II, 77V 77
— g VEBOEDDOY — Xy kA2
L7onWeEEBZTWD, £/, AEVEHOL
— N~y REME L, S 575 msha R
T 5,

5. Fr/pRERLE
Udestam=sg) G2 )

[1] /B B, Fk 5, W 5=, Se4%
Jefsf, FAJR FEOR: "HISZHY VMM I K B
BhEj (g 2 kf G & LT B VEMECRTE", 15
WP RRR WG,V AT LY T by
=T L TR —F 4 T e VRT L
7242(08),2012-0S-123(8), 8 pages
(2012). 20,

[2] BT EfE, Fiik o, 4% i, R
s, R ST RO RAREH R e = &
WCEBME L R=F A 2ADT 7%
L— % QS fEHRABE S W
EVATLAY 7 =T E AL —T
AT e AT MRS
(09),2011-08-118(9), 8 pages (2011).
E%ﬁﬂ'

LW

(FaFE] GH14)

(1] /INEZK W, Bk 5, B 15 =, SR8
T, MR LR "BitVisor (2 X 2 B
B axtge & LT BEMELRE", 15 ALt
2> BitVisor Summit (2012412 A 4
H SRR F v /R A HURHD).
A I,

(£ Dfth)
T b
http://www. softlab. cs. tsukuba. ac. jp/

6. 7Tk

(D) W REE
ik v& (SHINJO, Yasushi)
PR « VAT MMEHRR - HEHIR
W55 %5+ 00253948



