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WFZeR RO EE (3530) @ In this research, we provide some cryptographic solutions for the
security in cloud computing environments. The problem for cloud security can be related
to two main applications: cloud database and cloud computing. However, previously there
is no security solution that is independent of the reliability of the cloud provider and
the use of private cloud. In this research, we propose two secure mechanisms in such
situation. First, for cloud database applications, we propose efficient encryption
schemes that allow fine—grained access control mechanism over encrypted data, namely
compact functional encryption schemes. Second, for cloud computing applications, we
propose efficient digital signature schemes that allow authenticity—preservation on
authenticated data via cloud computation, namely homomorphic signature schemes.
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