©
2011 2013

Research of hash functions based on algorithm of nonrecursive pseudorandom number ge
nerator

YAGUCHI, HIROTAKE
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In this research, developing the algorithm of recently introduced nonrecursive pse
udorandom number generator SS132, we constructed, by repeating multiplication of integers and shift, the h
ash function MBnhash whose hash values are 160, 192, ..., 4092. Mathematically we can regard the algorith
m of MBnhash as repetition of beta-transformation M(t)=bt-[bt]+1 (b=beta) on [1,2), which is quite differe
nt from other algebraic hash functions. We also showed the security of MBnhash based on the fact that we
have no general algorithm of solving algebraic equations whose degrees are higher than 4.
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