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Development of abnormality detection system focused on a dangerous system calls usin
g the SVM.

IHA, Yasushi
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In this study, we propose the anomaly detection method of combining behavior of pr
ogram and detection rule to detect a dangerous system call that affects important resource of Windows syst
em. The proposed method first detects a doubtful system call by the detection rule using system call and a
rgument. Then, a dangerous system call is identified by using Support Vector Machine from the history of t
he system call, and execution is intercepted. We performed an experiment by developing the prototyﬁe syste
m based on the proposed method, and using realistic malicious program and usual program. Through t

e exper
iments, we have evaluated the detection rate of the proposed technique and the ratio of false positive.
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