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Development of a Novel Digital Forensics System based on Virtual
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The purpose of this project is to develop a novel digital forensic

system based on hypervisor. The system has data preservation and restoration mechanism
for protecting digital evidence. I developed the following essential programs to construct
the digital forensics system: (1) Data preservation and restoration system for Xen
hypervisor and (2) Role-based access control modules for BitVisor, security-purpose
hypervisor. I released the source code of the data preservation and restoration system for

Xen hypervisor on my web site.
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