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Study on leakage resilient public-key encryption schemes
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An encryption scheme is called leakage resilient if it is secure even if a part
of the secret key is leaked.

First | showed a general construction method of leakage resilient CCA secure (secure against
chosen ciphertext attack) public-key encryption schemes based on universal hash proof systems. Next |
constructed a CPA secure (secure against chosen plaintext attack) ID-based encryption scheme and an inner
product encryption scheme such that the leakage rate is almost 1. They are generalized to the continuous
memory leakage model. Further based on these results, | showed an efficient anonymous ID-based encryption
scheme.
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